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How to Use this User Guide

To navigate this user guide quickly, use the Table of Contents to find your topic or search this
User Guide using a key word. You can use the following two features:

o Find Feature — Searches the PDF for your key word and displays one result at a time in
sequential order.

e Advanced Search Feature — Searches the PDF for your key word and displays all the
pages that contain that key word on the left side. You can click on any page from the
panel and it will display the content on the side.

To use the Find Feature:

1. Select Edit > Find. The Find window appears.

E Saskatchewan eHealth User Guide.pdf - Adobe Acrobat Pro EI@ .
File Edit View Window Help * TIP: You can also
Doen | Roate- |F @O FE 8P customize + | [ access the Find
V@[] | NG |=F |H B Tools | Fil&sion | comment | | window by selecting
¥ Y
in sequential order. s Find x [, +
+ Advanced Search Feature — Searches the PDF for your key wor m Crtl F from the
ages that contain that k d on the left side. You can click
bane and i wil display te contenton the side, keyboard.
» Replace with
N SRR, e

2. Enter in the keyword you wish to search by (i.e. prescription).
3. Select the Next button to view the next page that contains the key word you searched.

To use the Advanced Search Feature:

1. Select Edit > Advanced Search. The Search window opens.
2. Enter in the keyword you wish to search by (i.e. prescription).

/- Search E= o =
ﬂ Arrange Windows
TIP: You can also
WhErIew:uId you Ii:eto search? access the Search
@ In the current document
AIIPDF Documentsin window by selecting
UMbocmns Shift + Crtl + F from
What word or phra: d you like to search for? the keyboard
prescription
Whole words only
Case-Sensitive
Include Bookmarks
Include Comments
Search

3. Select the Search button.
4. From the Results returned, select the page you wish to view.

©2023. McKesson Canada, All rights reserved. Page 1 of 163
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Getting Started

Congratulations! Your store is now integrated with the Nova Scotia DIS! With the DIS integration
you will notice some important changes in PharmacClik Rx. Before you begin transmitting claims
to the DIS, it is important you read the information outlined below.

Introduction to eHealth

The Nova Scotia Drug Information System (DIS) is an electronic system that allows authorized
health care providers to access, manage, share and protect medication information. When an
authorized health professional provides health care to a patient, the DIS will allow them to have
access to the patient’s electronic health record (EHR). The EHR is a secure, private system that
contains comprehensive patient information. A patient's EHR will contain vital information that
will aid health professionals in providing appropriate and timely patient care.

Some of the benefits of implementing the DIS in Nova Scotia include:
o An overall profile of a patient’s medication information.
e Fewer adverse or bad drug reactions.
e Detection of potential drug-to-drug interactions.
e Sharing of information between authorized health care providers.
e Avoiding duplication of medications.

PharmacClik Rx has worked closely with the Nova Scotia Department of Health and Wellness to
develop a dispensary software that supports the conformance standards set out by the
province. This user guide provides detailed instructions to help your pharmacy better
understand how to navigate the Nova Scotia DIS using PharmacClik Rx.

Client Registry

The Client Registry (CR) is a component of the Nova Scotia EHR that provides a consolidated
source of client information for identification and demographic information for health service
events.

The DIS Solution scope of clients encompasses all people. An “all people” approach provides
DIS patient profile information to authorized users for any patients who have drug therapy-
related encounter (i.e. prescription order/dispense, recorded drug allergy/intolerance or adverse
drug reaction, etc.) in the province by community and hospital-based providers.

©2023. McKesson Canada, All rights reserved. Page 2 of 163
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Provider Registry

The Provider Registry provides a single ‘source of truth’ for identification, demographic and
credential information of health service providers supporting the EHR in Nova Scotia by:

Nova Scotia eHealth User Guide

e Providing reliable and accurate provider demographic and credential information for
health service systems; and,

e Linking local provider identifiers from the trusted sources of provider information within
the Provider Registry to allow a single, ubiquitous identifier for that individual for all
health service events.

Synchronizati

on

For any interaction to occur with the DIS, a patient’s information in PharmaClik Rx must be
synchronized with the Client Registry (i.e. filling a prescription, adding an allergy etc.).
Synchronization ensures that the correct patient is selected and allows the patient information
maintained on the CR to be accurate. You will know whether a patient’s profile is synchronized
as there will be a checkmark displayed in the main tab of the Patient Folder, as displayed below.

v Synchronized

Last Name: [McKesson

McKesson. E | 3rdParty | Cinical | Profile | History | Consutt | Preferences | @ | Notes

Birth Date pan 01.1980 Age:3b

[ Patient Mode
Last Rx Jan 14, 2015

First Name: |[Evis Baob

Gender: [Male

Mid Name: ‘

| PHN: [123456789 52

Tite: Mr.  w | Status: [Active

v | Pat#: |

If you attempt to transmit information to the DIS for a patient that has not been synchronized,
the following validation will be displayed:

PharmaClik Rx - Patient Maintenance

° Patient is njot Synchronized.
Synchronization is required.

©2023. McKesson Canada, All rights reserved.
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Glossary of Terms

Terminology ‘ Translation

Adverse Drug
Reaction (ADR)

Any adverse event associated with the use of a drug, whether or
not considered drug related, including the following:

e An adverse event that can occur after using a drug.

¢ An adverse event occurring from drug overdose.

¢ An adverse event occurring from drug withdrawal.

Animal

Patient Status to indicate the patient is not an active patient, but
perhaps a family pet. An Animal record will have no provincial
health number. Prescriptions for animals are not transmitted to
the DIS.

Client Registry

A comprehensive registry of residents and other individuals who
have had a health service in Nova Scotia that contain patient
client demographic information. This information can be
reviewed by all users that have DIS Access.

Consent

For a health professional to view a patient’s EHR data that has
been masked, consent override must be provided.

Create and Dispense

The portion of the prescription that is recorded on the DIS. The
Create is the original prescription information from the prescriber
(either created electronically by the prescriber or transcribed by
the pharmacist). The Dispense is the act of dispensing the
prescription.

Detected Issue

The list of clinical conflicts that have been detected and recorded
involving a patient's drug administration.

Device

An instrument, apparatus, implement, machine, contrivance,
implant, in vitro reagent, or other similar or related article,
including any component, part, or accessory.

NOTE: Nova Scotia requires devices transactions be
transmitted to the DIS by using an Opinion PIN.

Drug Information
System (DIS)

A single, secure repository where health professionals can view
all the drugs dispensed to patients by a community pharmacy,
regardless of the location or prescriber.

Electronic Health
Record (EHR)

A patient medication profile that resides on the DIS. The EHR
checkbox throughout PharmaClik Rx indicates whether the
information resides on the DIS.

Issue Management

When a Detected Issue is brought to the attention of a health
professional, it may be necessary to deal with it by entering an
Issue Management(s). The Issue Management provides
information to other Health Professionals regarding the actions
or outcomes taken to resolve the Detected Issue(s).

©2023. McKesson Canada, All rights reserved.
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Terminology ‘ Translation

Masked

Indicates that a patient profile has been protected from viewing.
To view a masked record the health professional must get
express consent to provider override consent.

Other Medication
Record

A record of a drug the patient is taking but was not prescribed
through the system. This could be a recommended OTC
product or a dispense that occurred out of province. This could
also be used when a patient is provided a medication sample.

Out of Province

A patient status that indicates the patient does not reside in this
province. Prescriptions for Out of Province patients will be
transmitted to the Nova Scotia DIS just like an Active status
patient.

Patient Medication
Profile

The portion of a patient’s record that contains specific
information regarding drug therapy. The profile includes alll
medications prescribed and dispensed for a patient. Note: The
DIS is a go-forward system and will contain information as it is
contributed to the DIS.

Personal Health
Number (PHN)

A unique identification number assigned to a resident of a
province. This number is used to store and retrieve all personal
information, including their demographics, medication history
and eligibility for publicly funded health care.

NOTE: In Nova Scotia the patient health care number is called
the Nova Scotia Health Care Number and throughout
PharmacClik Rx it is referred to as PHN.

Pharmacist ID

Pharmacist Identification number refers to the dispensing
Pharmacist’s license number.

Pickup

It is important that claims are marked ‘Picked Up’ in PharmaClik
Rx at the time the customer physically picks up the medication.
Pickup identifies that the prescription is in the patient’s
possession. This can be set in DIS Preferences.

NOTE: For pharmacies set up for POS Integration, the pickup
will be performed at the time the prescription has been
scanned at the register.

Synchronized

When local patient information, including drug therapy, is
synchronized with the information on the CR.

Office Supply

An office supply is when a pharmacy sells a drug to a doctor’s
office, dentist office, clinic, etc. These transactions must be
transmitted to the DIS using the Stock Supply functionality as
outlined in the User Guide.

©2023. McKesson Canada, All rights reserved.

Page 5 of 163
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Terminology ‘ Translation

Stock Transfer A pharmacy to pharmacy stock transfer is when your pharmacy
supplies another pharmacy with a drug (ie: bottle of 100
amoxicillin 500mg capsules).

Pharmacy to Pharmacy transfers technically do not need to be
transmitted to the DIS, but it would be best to use the same
functionality for both the Office Supply and Stock Transfer, to
avoid confusion.

©2023. McKesson Canada, All rights reserved. Page 6 of 163
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Managing User Accounts (Security
Window)

PharmacClik Rx supports role-based access control, allowing different users to have different
levels of access depending on their job. For example, certain users can be authorized to view
prescriptions but not alter them. By mapping such access privileges to a small set of work-
related roles, and then assigning users to those roles, the task of administering user privileges
is simplified. It also prevents security mistakes that may otherwise occur if each type of access
or service had to be directly mapped to each user.

The ‘Security Administration Facility’ window will allow authorized users to add or remove
users, manage role types and customize existing user access options. All PharmacClik Rx user
accounts can be managed through this window, which is accessed through the Security button
within the More menu. The Security window is broken into two tabs: Users tab and Role Types
tab.

The Administrator (ADM) user, or a user with administrator security access, will have the ability
to select one of the following access types to the various folders/windows:

e Full Access User can view, modify and edit the specified folder/window.

o Read Only Access User cannot maodify or edit but can view the specified
folder/window. In some instances, the user will be able to modify their own settings
only (e.g. Password, DIS Password, Narcotic Password).

e No Access User cannot view, modify or edit the specified folder/window.

NOTE: For Reports Access, you will only be able to select either Full Access or No Access.
There is no Read Only Access for reports.

Any new users added will have permissions based on their role type. For example:

¢ A Pharmacist role type would have Full Access to everything and Read Only access to
the Security window.

e A Pharmacy Technician role type would have Full Access to most folders/windows,but
Read Only access to the Pricing Tab and Security window.

e An Inventory Clerk role type would have Full Access to the inventory folder/windows,
and No Access to all other folders/windows.

Your pharmacy can modify the default folders and windows each role type has access to, as
well as create custom role types.

©2023. McKesson Canada, All rights reserved. Page 7 of 163
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Accessing the Security Window
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When accessing the Security Administration Facility window (also referred to as the Security
window), users must now enter their PharmacClik Rx user and password. Any user can log into
the Security window using their own credentials, regardless of which user is logged in to

PharmacClik Rx.

To access the ‘Security Administration Facility’ window, do the following:

1. Select More > Security. The ‘Security Login’ window opens.

= PharmaClik Rx - Security Login

Syztem Time: Jun 2, 2016 11:29am

5

Cancel

2. Enter the PharmaClik Rx login credentials of the user who wishes to access the Security

window.

3. Select the OK button. The ‘Security Administration Facility’ window opens.

4+ Security Administration Facility

User Information

Start date: g End date: g

General Access l

Report Access

Users ‘ Fale Types
Lock Initials Firzt Hame Last Hame Role License/ID# =
PR Fravnest Bilkhu Pharmacizt 147258365
4 | m 3
| Pazzword | | *Customized® | Default Acces:

Description Full Access Read Only MNo Access =
Activities v B o L
DIS Access [v I -
Diactar Falder 2 B B
Drug Falder [v ™ ol 1
4 | 1 3
Add | Remaove | Copy ‘ ‘ Save | Fewvert ‘ E xit ‘

NOTE: Only the Administrator (ADM) user will have access to manage all user accounts.
However, the ADM user can assign the same privileges to other users within
PharmacClik Rx. For more information on how to do this, see Setting Up Users with

Administrator Security Access.

©2023. McKesson Canada, All rights reserved.

Page 8 of 163



[N
;5 Pharme

Users Tab

Nova Scotia eHealth User Guide

The Users tab permits ADM, or any user with administrator security access, to view and modify
the access permissions for specific users. Any changes made in this tab will only be specific to
the user highlighted at the top. If a user does not wish to make security customizations to all
users that belong to the same role (e.g. pharmacist role type), then they can make specific

changes to one user from here.

If you are logged in the ‘Security Administration Facility’ window as the Administrator (ADM), or
a user with Administrator Security Access, all the users at your pharmacy will be visible in the
top pane, along with their role, license # and additional user details.

=
|

Uszer Information

General Access I

Start date: g End date: g

Report Access

Security Administration Facility
Uszers Fole Types
Lock Initials First Mame Last Mame Role License/IDH# -~
AC Annette Colleen Accountant
A0 Adminiztrator System Adminiztrator
4 I F
Marcotic Code | Pazsward | | v Default Access

Description

Full Access Read Only

Mo Access +

AChivities v u u

DIS Access - - v

Dactar Folder rd [ [

Drug Folder v u N i
4 I 3

Add ‘ Eemu:uve| LCopy | | Save | Rewvert | E xit |

©2023. McKesson Canada, All rights reserved.
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Setting Up Users with Administrator Security Access
Administrator Security Access would permit a user to manage users and assign roles, exactly
as the Administrator (ADM) user would. A user with Administrator Security Access would also be

able reset the PharmacClik Rx password for a locked-out user.

NOTE:

It is important that you do not give all users Administrator Security Access. This option

should be limited and only provided to users who may need to access or manage all

users (e.g. Pharmacy owner, etc.).

To give a user Administrator Security Access, do the following:

user must be the Administrator (ADM).

Select More > Security. The ‘Security Login’ window appears.
Enter the login credentials of the user who wishes to access the Security window. This

Select the OK button. The ‘Security Administration Facility’ window appears.

Highlight the user you wish to provide Administrator Security Access.

Folder, as shown below.

From the General Access list select the Full Access checkbox located next to Security

4 Security Administration Facility

Users l Role Types

EX
l

Lock Initialz  First Mame Lazt Mame

I R T

FRE Preet Patrick.

Role

Pharmacy Technician

Pharrmacizt 111202

| Password | |

Uzer Information

Start date: g End date: g

General Access l

Report

LicenzefID# =+

k

*Customized® [ Default dccess

Full Aiccess R

Description
FPharmacy Pricing

Sl ellings
Security Folder
W im0

< [a m

R
171 R R

IR IR [

F

Onlp Mo Access =

Add |Eemove| Copy | | Save | Hexert|

Exit |

6. Select the Save button.

©2023. McKesson Canada, All rights reserved.
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All PharmaClik Rx users must be registered and have an active account with eHealth Nova Scotia in
order to have ability to submit transactions from within PharmacClik Rx to the DIS. In order to set up a
user with DIS Access in PharmaClik Rx, the administrator (ADM) user, or a user with administrative

access, must log into PharmaClik Rx and grant DIS Access.

Once this is done the DIS Access checkbox in the Users tab will be selected, indicating you now

have DIS Access, as shown in the image.

To set up a user with DIS Access within PharmaClik Rx:

Log into PharmacClik Rx as the administrator (ADM), or a user with administrative rights.

Select More > Security.

1
2
3. From the Users tab, highlight the name of the user you wish to grant DIS access to.
4

Validate that the license # is entered in the correct format. This is imperative in order to

submit transactions to the DIS.

o

6. Select the Full Access checkbox for the DIS Access row.

In the General Access tab, scroll down until you find the DIS Access row.

7. Select the Save button. This user will now have the ability to submit transactions to the DIS.

& Security Administration Facility

Uszer Information

Start date: g End date: g

Users l Role Types l
Lock Imitials First Name Last Name Role License/ID# -+
FF1 Smith Johin Pharmacy Techniciak 111202
FRE Fatrick Richard Pharmacist 111202
PST Pharm Student Pharmacy Student 123123
Marcotic Code | Pagzsword | ‘ [v Default docess

General Access l Report Access

Descrnption Full Accegs Head Only Mo Access =
Activities v [ I E
DIS Access [+ [ N
Dioctor Falder [v [ [
Dirug Folder ra I~ [ 18
4 | I I
&dd | Bemove | LCopy | | Save | Rewvert | E xit |

©2023. McKesson Canada, All rights reserved.
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Password security credentials have changed to establish a higher security control as users now
have access to more patient information. It is imperative that user passwords are not shared
with other staff or written down anywhere where others can openly see it. If you must write down
your password, ensure you do so in a secure and private place that only you have access to.
McKesson Canada does not store or keep any user passwords on file so it is imperative you
remember your passwords. Users must also change their PharmaClik Rx password every 60
days. When creating a new user password in PharmacClik Rx, your new password must:

¢ Be a minimum of eight (8) characters long.

¢ Contain one character from all of the following four groups:

- Uppercase characters (A-Z)
- Lowercase characters (a—z)
- Numbers (0-9)

- Special Characters (e.g. !, #, $, %, etc.)

¢ Not include some or all of your first name or last name.

e Not be reused if used in the previous 10 passwords.

The examples below illustrate sample passwords that meet the password criteria.

Acceptable Not Acceptable

SummeRx9# summerrxg#
Jack!Frost2 Jack!frost
*PharmacClik1 *PharmaClik

To change your PharmaClik Rx password, do the following:

Highlight your name from the list.

o~ w DN PRE

4 Change Password @

| 0K
Old Pazsword:
Mew Pazzword: Cancel
Confirm M e l—

Select More > Security. The ‘Security Login’ window appears.
Enter the login credentials of the user who wishes to access the Security window.

Select the OK button. The ‘Security Administration Facility’ window appears.

Select the Password button. The ‘Change Password’ window appears.

Enter your old and new password.
7. Select the OK button.

NOTE: If the Administrator
(ADM) user is resetting your
password, the Old Password
field will be greyed out and
upon first login, the user will

hAa nrarmntad +A AhanAana thAie

©2023. McKesson Canada, All rights reserved.
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NOTE: Once set, a password cannot be changed on the same calendar day.

Resetting PharmacClik Rx Password for Locked-Out Users

Users are restricted to three (3) log in attempts. After three unsuccessful attempts, a prompt will
appear indicating that the user is locked-out of PharmacClik Rx. If locked-out, or a user cannot
remember their password, only the PharmacClik Rx Administrator (ADM) can unlock them. The
Administrator (ADM) user will set a temporary password, which the user will be prompted to
change upon their next log on attempt.

It is imperative that users do not share their PharmacClik Rx or DIS password as all
DIS activity is recorded in the History tab, along with the corresponding user.

To reset a PharmacClik Rx password for a locked-out user, do the following:
1. Select More > Security. The ‘Security Login’ window appears.

2. Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator rights.

Select the OK button. The ‘Security Administration Facility’ window appears.

Highlight the name of the user locked out (an L will appear next to the name of the user
locked out, as shown in the image below).

5. Select the Unlock button. The ‘Change Password’ window appears.

©2023. McKesson Canada, All rights reserved. Page 13 of 163
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4. Security Administration Facility @

Uszers l Role Types l

Lock Initials First Name Last Name Role Licenze/ID# =
sD Stephanie Dlirmorwzki Pharmacy b anager 111202

Pharmacizt i!!EEE |:|

T k

Marcatic Code | Paszwaord | | *Cugtomized* | Default Access

Uszer Information

Start date: g End date: g

General Access l Report Access

Dezcnption Full Access Head Only Mo Access =
Activities [+ [ [ L4
DIS Access [ [ [+
Doctor Folder [+ [ [
D'iug Folder v [ [ AN
4 | (1] | »

Add | Eemwe| Copy | Urlock, | Save | Rewvert | E uit |

6. Enter in a new temporary password.
7. Select the OK button.

8. Log off of PharmaClik Rx as the Administrator and have the user you just reset the
password for log back in, using the temporary password created above.

9. Upon login, a validation prompt will appear indicating you must change your password.
Select the OK button. The ‘Change Password’ window will appear.

10. Enter a new password and select the OK button.

©2023. McKesson Canada, All rights reserved. Page 14 of 163
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Adding New PharmacClik Rx Users

When adding new users, it is imperative that all user credentials are updated to reflect their Role
Type and Licensing ID. The Administrator user (ADM) can no longer be used to process claims.
Refer to the Pharmacy Board requirements as some interactions with the DIS cannot be
performed by the Technician and must be performed by the Pharmacist.

1. Select the More > Security. The ‘Security Login’ window appears.
Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator access.

3. Select the OK button. The ‘Security Administration Facility’ window appears.

4. Select the Add button. The ‘Add User Window’ opens.

Enter the following information for the new user and select the OK button:

e |Initials

o First Name

e Last Name

e Role Type

o License/ID # (if applicable)

o New Password (This is temporary and will be reset when the user first logs in)

Select the Save button.

7. Log out of PharmaClik Rx and have the new user you just created log back in, using the
temporary password created above.

" PharmaClik Rx Version 1.8.0.0.188 Login ==
System Time: Map 31, 2016 2:13pm
Password: | xxxxxxxxxx B

DIS Password: | **********

Pharmacist:  [PB ~|

[~ Save Login Information
Database Version 7.8 - 85

8. Upon login, the user will be prompted to change their password. Select the OK button.
The ‘Change Password’ window will appear.

PharmaClik Rx (=23

101 Please enter a new password.

9. Enter a new password and select the OK button.
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If a user should no longer have access to PharmaClik Rx (e.g. no longer works at the pharmacy,
etc.), they should be removed. Removing the user will not compromise any prescriptions or
transactions completed by the user as they will continue to be linked to the removed user.

When a user is removed their initials will no longer display in any user dropdown lists, and they
will be greyed out and moved to the bottom of the Users list in the Security Administration
Facility window, as shown in the image below. If a user is not linked to any prescriptions or
transactions, (e.g. manual adjustments, patient history, etc.), then their user will be deleted from

the Users tab completely.

Security Administration Facility X
Users Foale Types l
Lock Initials First Name Last Ma Role License/ID =
TT Tam Tiry Pharmacist 37001
Th Tracy bd 2agher Pharmacizst 296431
4 3
b u—ﬂﬂ'—"\_‘_‘/._....-w

NOTE: Once a user is removed, it cannot be re-added or re-activated. You must create a new

user.

To remove a user, do the following:

Select the More > Security. The ‘Security Login’ window appears.

Enter the login credentials of the user who wishes to access the Security window. This

user must be the Administrator (ADM) or have administrator access.

3. Select the OK button. The ‘Security Administration Facility’ window appears.

Highlight the user you wish to remove.

5. Select the Remove button. A validation prompt appears.

PharmaClik Rx - Security Administration

9,

Are you sure you would like to remove this user from the list?

Yes {}J MNa |

6. Select the Yes button. The user will be greyed out and moved to the bottom of the Users

list.

©2023. McKesson Canada, All rights reserved.
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Modifying General or Report Access for a Specific User
As noted above, the Administrator (ADM) user, or a user with administrator security access, will
have the ability to select one of the following access types to the various folders/windows:

Full Access User can view, modify and edit the specified folder/window.

Read Only Access User cannot modify or edit, but can view the specified
folder/window. In some instances, the user will be able to modify their own settings
only (e.g. Password, DIS Password, Narcotic Password).

No Access  User cannot view, modify or edit the specified folder/window.

If at any point the permissions a specific user has differ from the permissions assigned to that
Role Type (as indicated in the Role Types tab), an indicator will appear notifying you the user’s
access is customized, as shown below:

E Security Administration Facility @
Uszers l Role Typez l
Lock Initials First HName Laszt Mame Role LicensefID# =
L 717 Tom Tiry Pharmacizt 3700
i T b
Marcotic Code | Paszword | | *Cuzstomized | Default Access
e e “j'uwwwrqu

NOTE: After the PharmaClik Rx 1.8 the upgrade, a number of your users will have

*Customized* appear when the user is highlighted. This is because the permissions
they had prior to PharmaClik Rx 1.8 will be retained and will likely differ from the default
set in the Role Types tab. To have the user permissions for a specific user match the
default for their role, select the Default Access checkbox. See Resetting Users to
Default Access for more information.

To customize General or Report Access for a specific user, do the following:

Select the More > Security. The ‘Security Login’ window appears.

Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator security access.

Select the OK button. The ‘Security Administration Facility’ window appears.
Highlight the user you wish to modify access for.

From the General Access tab, select the appropriate checkboxes for the
folders/windows you wish to customize access for (e.g. Full Access, Read Only, No
Access).

©2023. McKesson Canada, All rights reserved. Page 17 of 163
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6. From the Reports Access tab, select the appropriate checkboxes for the reports you
wish to provide the user access to (e.g. Full Access, or No Access).

WAJ‘\ i Skt SR i H\Jwﬁmw.

General Access l Feport Access
D aion Full Access Read Only Mo Access +

Houszekeeping [ [ [

Merge [ [ [v

Purge [ [ v
[reventaory v [ [ il
4 T 3

Add | Bemove | Copy | | Save | Rewvert | E xit |

NOTE: You cannot assign a child row more access than the parent row. For example, a
user cannot have No Access to Housekeeping (parent row), but Full Access to
Merge and Purge (child rows). PharmaClik Rx will automatically update the
parent row with the corresponding access and grey out the other access
options.

7. Select the Save button.
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In the Role Types tab, each role will have a set of default access permissions based on what is
deemed necessary for a user in that role to access within PharmacClik Rx. If you modified the
access permissions for a specific user, you can reset the permissions to match the default

access as specified for that role type in the Role Types tab.

To reset a user’s access to the default access based on their role type, do the following:

1. Select the More > Security. The ‘Security Login’ window appears.
2. Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator security access.
3. Select the OK button. The ‘Security Administration Facility’ window appears.
4. Highlight the user you wish to modify access for. If the user’s access permissions are
different from the default access for that role type, a *Customized* indicator will display.
5. Select the Default Access checkbox. The *Customized* indicator will disappear.
L= Security Administration Facility @
Users ‘ Role Types l
Lock Initials First Hame Last Mame Role License/IDH# =~
Jahn Pharmacy Technician
FRE Preet Fatrick Pharmacist 111202

4 L

| Paszword |

User Information

Start dake: g End date:

6. Select the Save button.

‘ v Default Access
& O

i T o Ul T W N W o N e i T

I

©2023. McKesson Canada, All rights reserved.
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Role Types Tab

The Role Types tab permits the Administrator (ADM), or any user with administrator security
access, to view and modify the access permissions users have based on their role type (e.g.
pharmacist, technician, pharmacy manager, etc.).

Nova Scotia eHealth User Guide

The Role Types tab will display the following default roles and have the appropriate General
Access and Report Access permissions assigned based on what is deemed necessary for the
role type:

Administrator
Accountant
Community Care
Nurse
Community Nurse
Practitioner
Dispensing Nurse
Dispensing
Physician
Inventory Clerk
Laboratory
Technicians
Nurse

Nurse Hospital
Nurse Practitioner
Hospital

Other

Pharmacist
Pharmacist
Hospital
Pharmacist Special
Pharmacy
Assistant
Pharmacy Manager
Pharmacy Student

Pharmacy
Technician
Physician
Physician
Emergency
Physician Office
Staff

Physician
Specialist
Provider

Relief Pharmacist
Students

All roles, including any custom created role types, will be displayed in alphabetical order.

©2023. McKesson Canada, All rights reserved.

Page 20 of 163



|
;5 Pharme
Nova Scotia eHealth User Guide

4 Security Administration Facility @
Users Role Types
D escription chiv Cusztom Pharmacist RBole =«
Adrinistrator l_ I~ N -
Accaountant [v [ [
Coammunity Care Murse [ I~ I
Community Murse Practitioner [ ™ [
Cuztom Pharmacizt rd = rd
Custam Technician [v v [
Dispenzing Murse [ I~ I i
4 mnr 3
General Access Report Access
Description Full Access HRead Only No Access ~
Lictivities I I~ v
0I5 Access [ o v
Dactar Folder I v I~
[imag Folder [ v [
o n 3
Add ‘ | Copy ‘ Save | Rewert ‘ E it ‘

Modifying General or Report Access for a Specific Role Type

You can customize the access that users have within PharmacClik Rx based on their role type.
For example, you can ensure that an Inventory Clerk role type only has access to the folders
and windows in PharmaClik Rx that are relevant to the inventory clerk role (e.g. Drug Folder,
etc.).

To customize General or Report Access for a role type, do the following:

1. Select the More > Security. The ‘Security Login’ window appears.

2. Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator security access.

Select the OK button. The ‘Security Administration Facility’ window appears.
Highlight the role type you wish to modify access for.

From the General Access tab, select the appropriate checkboxes for the
folders/windows you wish to customize access for (e.g. Full Access, Read Only, or No
Access).

6. From the Reports Access tab, select the appropriate checkboxes for the reports you
wish to provide the role type access to (e.g. Full Access, or No Access).
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% Security Administration Facility @
Users Halls s NOTE: You cannot
Description Active Custom Pharmacist Role - aSSign a child row
Dizpensing Murse [ I I
Dispensing Fhysician v - - A more access than the
nventor Gk e || | parent row. For
Labaratary Technici S ™ I~ [~ examp]e, arole type
Murse [ ™ I~
Murse Hospital I~ - - cannot have No
Murse Practitioner Hozpital ™ I~ I~ i Access to
<l m | » Housekeeping
General Access Fieport Access ] (parent rOW), but Full
Description Full Access Head Only Mo Access « Access to Merge
Activiies r N v L and Purge (child
DIS Asess r B o rows). PharmacClik
Doctor Falder [~ v ™ . .
Drug Folder v - Ol Rx will automatically
g _ .P update the parent
row with the
Add | | LCopy | Save | Rewvert | E it |

7. Select the Save button.
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With the PharmaClik Rx 1.8 upgrade your pharmacy will have an extensive list of role types
available to use and assign within your pharmacy. If you do not see a role type that your
pharmacy uses, or wish to create your own, you may do so within the Role Types tab. All
custom role types created by a pharmacy will have the Custom checkbox selected.

To create a new role type, do the following:

1. Select the More > Security. The ‘Security Login’ window appears.

2. Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator security access.

Select the OK button. The ‘Security Administration Facility’ window appears.

4. Review the list of role types to ensure you are not creating a duplicate.

Select the Add button. A new blank row appears at the bottom with the Active and
Custom checkboxes selected.

E Security Administration Facility

Users

=3

Role Types

Description Active
Phwzician Emergency I
Physician Office Staff ™
Physician Specializt I
Provider -
Relief Pharmacist =
Students [
Office Assistant

4
T ¥ e e

{1}

Custom Pharmacist Role -

m

3 T I e

H_ITI—I—I_I—I
1

R nma S A oL R VS e WV,

¢

6. If the new role is a pharmacist role, select the Pharmacist Role checkbox.

NOTE: Selecting the Pharmacist Role checkbox indicates to the other users this user
has the ability to dispense prescriptions. Only select this checkbox if the
custom role you are creating is for a pharmacist.

7. From the General Access tab, select the appropriate checkboxes for the
folders/windows you wish to provide the new role type access to (e.g. Full Access,
Read Only, or No Access).

8. From the Reports Access tab, select the appropriate checkboxes for the reports you
wish to provide the new role type access to (e.g. Full Access, or No Access).

9. Select the Save button. This new role type will now appear in dropdown menus for

selection.

©2023. McKesson Canada, All

rights reserved.
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Inactivating Role Types

The extensive list of role types will be available within the Role types tab. If your pharmacy does
not need or use some of the role types, you can inactivate them so they do not appear in any
dropdown menus within PharmacClik Rx. Should you require the role type to be available later,
you can re-activate it, making it available for selection. You can only inactivate a role type that is
not in use. If the role type is assigned to a user, then the following prompt will appear:

PharmaClik Rx - Security Administration

& Role Type is currently assigned and cannot be deactivated.

To inactivate a role type that is not in use, do the following:

1. Select the More > Security. The ‘Security Login’ window appears.

2. Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator security access.

Select the OK button. The ‘Security Administration Facility’ window appears.
4. Deselect the Active checkbox for the role you wish to make inactive.

Select the Save button.

Removing Role Types

You can only remove a custom role type that your pharmacy created that is not in use. All
custom role types will have the Custom checkbox selected, indicating the role was created by
the pharmacy and not one of the default role types available. All other default role types cannot
be removed. If the role type is assigned to a user, the following prompt will appear:

PharmaClik Rx - Security Administration

& Fole Type is curnrently azsigned and cannot be removed.

To remove a role type not assigned to a user, do the following:

1. Select the More > Security. The ‘Security Login’ window appears.

N

Enter the login credentials of the user who wishes to access the Security window. This
user must be the Administrator (ADM) or have administrator security access.

Select the OK button. The ‘Security Administration Facility’ window appears.
Highlight the role type you wish to remove.

Select the Remove button.

o g M W

Select the Save button.
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Setting DIS Preferences

To access the DIS Preferences, do the following:

1. Select More > Nova Scotia. The ‘DIS Preferences’ window will appear.

2. Set your preferences.

NOTE: The Dispense Pickup field is set automatically and cannot be changed.

3. Select the OK button.

DIS Preferences

DIS Preferences
DIS Availability

Patient Search Default:
Dispense Pickup:

# of Days to Retrieve:

|Yes

~ =l

|Di5pense ﬂ

|45

DIS Availability

When the connection to the DIS is lost, or the network is down for
an extended period of time, the DIS Availability can be set to NO.
This will automatically place DIS transactions into the DIS Queue
for later processing (see the DIS Queue section for more
information). An audit trail will be created each time this preference
is modified.

Patient Search Default

Defines the default Patient Search option (i.e. Local or Combined).

Dispense Pickup

Determines the type of Dispense Pickup that will occur. For non-
POS stores, the setting will be Workflow Integration for Workflow
enabled stores and Dispense for non-Workflow enabled stores.
For POS integrated stores, the setting will be POS Integration.

e POS Integration: Dispense Pickup is transmitted when the
prescription sale is scanned at POS.

e Workflow Integration: Dispense Pickup is transmitted
when Workflow has been completed for the prescription.

o Dispense: Dispense Pickup is automatically transmitted
after the prescription dispense message has been
successfully transmitted.

# Days to Retrieve

Used to determine how much historical information should be
retrieved with the EHR Queries. A value must be specified. This
field will be defaulted to 45 days.
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Issue Management Preferences

Detected Issues are classified with a Priority (i.e. Error, Warning, or Information). An issue
management is an action that is added to the patient’s EHR to identify what steps were taken by
a health professional to resolve a Detected Issue that was identified.

In Nova Scaotia, the Issue Management Preferences cannot be modified. Regardless of
the Priority or Severity of the issue, users must view any Detected Issues presented, as

well as determine whether an appropriate Issue Management should be added.

Issue Management Preferences

Indicates which Detected Issue priority will have an Issue Management added.

Error * ves  F No

Warning * Yes © No

Imformation * Yes  © No

Error A problem that must be resolved or managed.

Warnlng_or An issue presented to assist with clinical decisions or to provide
Information additional clinical information.

The following are the various types of Detected Issues that could be returned:

Rejected with e The request has been rejected by the DIS and there is no Issue
Error Management that can resolve this issue.
e The issue must be corrected and the transaction must be
submitted again.
e Some examples include Wrong Provider ID, or Wrong DIN.

Rejected with e The request has been rejected by the DIS, but it can be managed
Warning or with an Issue Management.
Information e An Issue Management must be added and the claim can be

resubmitted.
e Some examples include Interaction Checking, or Age Precaution.

Accepted with e The request has been accepted.
Warning or e The Detected Issue can be managed with an Issue Management
Information if desired, however it is not required.

e Some examples include Fill Too Soon, or Duplicate Therapy.
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Detected Issue Thresholds

The Detected Issue Thresholds indicate which issue severity will halt the workflow and be

displayed to the user.

In Nova Scotia, the Detected Issue Thresholds cannot be modified. Regardless of the
@ Priority or Severity of the issue, users must view any Detected Issues presented, as

well as determine whether an appropriate Issue Management should be added.

Non-Retail Detected Issue Thresholds will only impact your workflow if Detected Issues are
displayed when interactively processing non-retail prescriptions. It will not impact batch
processing where any Detected Issues can be viewed when the batch is complete.

Detected Issue Thresholds
Retail Non-Retail

Error Al > | A -]

Warming [ ~] [ ~

Infarmation Al v | Al -]

Alleray Al v | Al -]
Detected Issues are returned from the Drug Information System

Defaults History ‘ to provide information relevant to the claim. 1t is recommended

that all Detected |ssues are viewed by all users.

All All Detected Issues, regardless of severity, will halt the workflow

and be displayed for this priority.

Unknown, High,
Moderate

Only Detected Issues with the severity of
Unknown/High/Moderate will halt the workflow and be displayed
for this priority.

Unknown, High

Only Detected Issues with a severity of Unknown/High will halt
the workflow and be displayed for this priority.

None

No Detected Issues of any severity will be displayed for this
priority.
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Viewing DIS Availability Change History

When the DIS Availability is changed, the following information is recorded in PharmacClik Rx:

Date the change was made

What the DIS Availability was changed to (i.e. Yes or No)
User who made the change

Reason for the change

To view the change history, do the following:

1. Select More > Nova Scotia. The ‘DIS Preferences’ window will appear.

2. Select the magnifying glass icon =Y |ocated next to the DIS Avalilability field. The ‘DIS
Availability Change History’ window opens.

~ DIS Availability Change History X
D ate Availability | User Reason -

Feb 21, 2016 Ve Riobin Paradis [RF) Metwork iz back up.

200324

Feb 21, 2016 Mo Robin Paradis [RF) DIS Metwork iz dowvn,

200302

Feb 21, 2016 ez B anurnathy Armaran [BA2) DIS Planned Metwork. Qutage iz complete.

13:53:49

Feb 21, 2016 Mo B anumathy dmaran [BaZ) DIS Planned Metwork Outage
926

3. Once you are down viewing the change history, select the OK button.
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Accessing a Patient’s EHR

When dispensing or providing patient care, it is important for the health provider to have access
to a patient’s medication profile in order to determine the best treatment plan. Under the
Personal Health Information Act, Nova Scotia operates under an ‘implied consent’ model for the
collection, use and disclosure of health information. However, privacy concerns require that
pharmacies justify access to all patients’ health records on the DIS for any reason other than
filling a prescription.

Under the Personal Health Information Act patients have the right to request:
o Arecord of who accessed their personal health information
e A copy of their personal health information
e A correction to their personal health information

When filling a prescription, PharmaClik Rx will automatically display the patient’'s EHR without
requiring the user to enter a reason. When a query is being performed to view the patient’s
EHR, users will be required to provide a reason for accessing the patient’s profile. An audit of
these requests will be recorded on the DIS and in the Patient History tab.

If there is a break in service (i.e., you view one patient’'s EHR Profile and enter a
reason, but exit their EHR Profile to help another patient), then you will be prompted to

enter a reason again in order to access the first patient’'s EHR.

Entering Reason for Accessing EHR

If you are requesting to view a patient’s EHR, you will be required to enter a reason prior to
having access to view the profile. The Comments field allows users to enter additional
information in regards to their reason for accessing a patient's EHR. Any comments entered in
this field will be tracked in the Patient History tab.

When the ‘Patient EHR Access Reason’ window appears, do the following:

1. From the dropdown menu, specify a reason I Patient EHR Access Reasan =
for accessing the patient’'s EHR (the default Reason for Accessing Patient EHR
reason is Practice Review).

Comments

2. Enter in any comments in the Comments
field (optional).

3. Select the OK button. The requested EHR
query will appear. Date: Mar 09, 2015
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Entering or Overriding Patient Consent

Under the Personal Health Information Act, patients have the right to ‘mask’ their medication
profile, which limits who has access to their personal health information. The mask will cover all
of a patient’s personal health information in the DIS, with the exception of demographic
information necessary to confirm that the correct patient has been selected when providing
care.

When information is ‘masked’, it can only be viewed by providing a consent override consent. If
the patient’'s EHR has been masked, you must have the patient’s permission to access their
EHR. If a patient chooses not to provide consent to unmask their profile, health care providers
have the discretion to refuse service. The rules governing retrieval of this information is limited
to the following specific circumstances:

e Professional Judgement - Where express consent of the patient has been obtained.
This means that the patient has provided permission, or has done so through a health
professional, for a specified period.

e Emergency - In emergency circumstances in which the patient is unable to provide
consent.

When a user requests to view a masked patient’'s EHR — ALL Profile, the override

consent must be entered once to view all details. If a user requests to view a patient’s
@ EHR — Rx Profile, the override consent must be entered twice — once to view the
prescriptions and once to view the devices. Additionally, override consent will also be
required when a query is made for further detail or history of data.

To enter/override consent, do the following:
1. Search for and select the desired patient.
2. Select the Profile tab.

3. Select Rx > Profile > EHR — All (or EHR — RXx). If the patient’s profile is masked the
following Detected Issue will appear:

Priority Severity Issue Type Description

Business Constraint Violation: & local |AN ERROR OCCURRED - ERROR DETAILS: PATIENT
business rule relating multiple PROFILE IS MASKED
elements has been violated.

Select the EHR Consent button. The ‘EHR Consent’ window appears.

Select either the Override checkbox.
Select a reason from the dropdown menu.

Enter your name in the Provider field (optional).

© N o g &

Select the OK button to re-transmit the profile request. Once accepted, the patient’s
EHR will be displayed.
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Searching for & Synchronizing a Patient

When Nova Scotia DIS integrated pharmacies try to search for a patient, there are 4 possible
scenarios they may encounter. For each scenario, it is important to ensure that the Patient
Folder is synchronized with the patient information on the Client Registry (CR). For more
information, see the Synchronization section.

Searching for a Patient

With DIS integration, you now have 2 search options when searching for a patient: a local
search, or a combined search. In the ‘Patient Search’ window:

e The Local button will complete a local search within PharmaClik Rx.

e The Search button will perform a combined search within PharmaClik Rx and the CR.
The default search option is set in the DIS Preferences. See the DIS Preferences
section for more information.

From the ‘Patient Search’ window, PharmaClik Rx users will be able to identify which patients
are local, synchronized, or neither, by viewing the Local and Sync checkboxes. The sample
patient below is a local patient that has yet to be synchronized with the Client Registry.

" Patient Search ﬁ

{PHN Code PHN Last Name First A
A Mckesson Ehis =

|

[~

|4 i »

Exte Records Found v Local ‘ Search ‘ Clear I
Local Sync PHN Code PHN Last Name
[\ ﬁuwmmmwww%

The sample patient below does not exist locally in PharmaClik Rx (indicated by the No Records

Found). As a result, you must use the button in the Patient Search window to check
if the patient exists on the Client Registry before creating a new patient and adding their profile
to the Client Registry.

~~ Patient Search
PHN Code PHN Last Name First [
I MacDorsld janes ]
< 1 »

Extended No Records Found v’ Local Search Cleay

J"LDCﬂI Sync Last Name First Middle Birth Date Gender
\W”MVWJW\JMWW\—M

The 4 scenario workflows indicated below provide the steps necessary to search for a patient
and synchronize them.
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Synchronizing a Patient

In order to complete any interaction with the Nova Scotia DIS, you must ensure the Patient
Folder is synced with the Client Registry.Within the Patient Folder there are two buttons that
perform queries to the Client Registry:

e PHN Expand ppe
When the PHN Expand button is used, a query to the Client Registry is performed based
on the Patient’'s Name, DOB, Gender and PHN. This button is only available if the
patient is not synchronized.

e Compare _ Compere|

When the Compare button is used, a query to the Client Registry is performed based on
the Nova Scotia DIS unique identifier for that patient. This button is only available if the
patient is already synchronized.

Client Registry Search Criteria

A local patient search within PharmaClik Rx can be done using any search criteria, same as
existing functionality. When searching for patient on the Client Registry (CR), you must use one
of the following search combinations:

e Patient's PHN Code and PHN

o Patient’s Full Last Name and Full First Name

o Patient’s Full Last Name and Date of Birth

The PHN Code indicates the type of PHN your patient has (i.e. NS PHN, Other PHN, etc.).
When searching the CR, selecting the PHN Code type is highly recommended as it helps to
narrow your search criteria. For more information, refer to the PHN Code section.

If at any time a patient is synchronized with a NS DIS record and their PHN Code or
PHN are not added, you must add this manually. This can occur for Out of Province
patients.

The suggested preference would be to search using the PHN Code and PHN to obtain the exact
match. When completing a search on the CR, a wildcard search using % in not permitted. When
a search query on the CR is performed, a maximum of 10 search results will be returned. If the
number of results that match your search criteria is greater than 10, then the following prompt
will display:

PharmaClik Rx - Validation

\l) Your search results retumed too many records.
Please refine your search criteria and try again

oK
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Scenario 1: New PharmaClik Rx Patient / New CR Patient

You will encounter this scenario if this is the first time the patient has come to your pharmacy,
are not a resident of Nova Scotia and this is the first time they have received a health care
service in Nova Scotia. This scenario will be used mostly when a patient is from out of province.

1.
2.

6.
7.
8.

Select the Patient button. The ‘Patient Search’ window will open.

Enter the search criteria for the patient and select the Local button. The search results
will indicate No Records Found.

Select the Search button. The search results will either indicate No Records Found, or
the results returned will not match the patient.

NOTE: You must always perform a CR search before adding a new patient to the CR.
The only time a patient should be added without first searching the CR is when
the DIS is down. Ensure that all search options are exhausted before adding a
new patient to the CR.

' Patient Search &i
PHN Code PHN Last Name First -
[AB Life Time 85936024 =
| ]

4 (14 [

Extended No Records Found Local | v Search Clear

Local Sync PHN Code PHN Last Name First

Select the New button. A new Patient Folder will open.

NOTE: Before adding a new patient, it is imperative that you exhaust all search
options.

Enter all related patient information for the new patient, including their Provincial
Identification.

Select the 3' Party tab.
Select a PHN Code type from the dropdown list and ensure the PHN field is populated.

Select the Save button.

Once the update has been successfully received by the NS DIS, the patient will be saved locally
and the patient will be synchronized. The Synchronized checkbox will also be selected to
indicate that the Patient Folder has been successfully synchronized with the CR.
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Scenario 2: New PharmaClik Rx Patient / Existing CR

Patient
You will encounter this scenario if this is the first time the patient has come to your pharmacy,
but are a Nova Scotia resident or this is not the first time they have received a health care in
Nova Scotia. This scenario will be used for a patient that exists in the Client Registry.

1. Select the Patient button. The ‘Patient Search’ window will open.

2. Enter the search criteria for the patient and select the Local button. The search results
will indicate No Records Found.

3. Select the Search button. The search results will display an existing CR record.

NOTE: The Sync and Local checkboxes will be deselected, as shown with the
highlighted record below.

- Patient Search
PHN Code PHN Last Name First -
[NS PHN v |123456739 5
| -]
4 L1 3

Extended Records Found . Local v Search Clear

Local Sync PHN Code PHN Last Name
r [ NSPHN 123456789 McKesson

4. Highlight the existing CR patient record and select the OK button. The Patient Folder will
be populated with the demographic information from the CR.

5. If required, update any patient information.

NOTE: The patient's PHN Code and PHN will already be populated in the 3" Party
tab. If the PHN Code is incorrect or not entered, modify it in the 3™ Party tab.

6. Select the Save button.

The Patient Folder is saved locally. The Synchronized checkbox will also be selected to
indicate that the new patient folder has been successfully synchronized with the CR.
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Scenario 3: Existing PharmaClik Rx Patient / New CR

Patient

You will encounter this scenario if the patient is an existing customer at your pharmacy, and is

not currently in the Cl